We present a novel approach to developing Machine Learning (ML) based decoding models for extracting a watermark in the presence of attacks. Statistical characterization of the components of various frequency bands is exploited to allow blind extraction of the watermark. Experimental results show that the proposed ML based decoding scheme can adapt to suit the watermark application by learning the alterations in the feature space incurred by the attack employed.
Due to the rapid development of multimedia technologies, digital content is easy to create, duplicate and distribute through the internet. In these circumstances, implementing digital right management has now become an urgent goal. Watermarking is considered to be the most prospective technology for answering issues related to digital right management. The watermark, after being embedded in a digital medium and transmitted, is supposed to be extracted at the receiving end. However, due to normal image processing and intentional attacks on the watermarked image, the accurate extraction of the watermark has become a challenging problem [1] .
There is no such watermark decoding scheme that can perform well under all hostile attacks. However, with the growing need of sophisticated watermarking applications, we require a decoding scheme that can adapt well towards a specific application. Generally, regular signal processing, channel noise, and JPEG compression are the most common attacks. Nonetheless, most of these approaches do not consider the presence of attacks during the training phase and thus are not adaptive. Similarly, watermarking approaches [2] that do not exploit ML techniques, generally, use simple Threshold Decoding (TD) and thus, are also not adaptive towards the attack on the watermark. These approaches neither consider the alterations that may incur to the features and nor exploit the individual frequency bands; rather treat all the frequency bands collectively. In contrast, we present an innovative scheme of exploiting the selected frequency bands individually. Our proposed technique is adaptive towards a new hostile application of the watermarking scheme, as we exploit the learning capabilities of ML models to gain knowledge of the distortion that might have incurred varyingly on the different frequency bands due to the attack.
Simple TD model can accurately classify bits if the distribution of the features does not overlap. This is because using a threshold, only linear bifurcation could be possible. However, in case of an attack on the watermarked image, the distributions of the features of a decoding model overlap as shown in Fig. 1 . Consequently, linear bifurcation is not possible and thus a simple TD model is unable to decode the message bits efficiently. For this purpose, we assume that a non-separable message in lower dimensional space might be separable if it is mapped to higher dimensional space. This mapping to higher dimensional space is what the hidden layers in case of Artificial Neural Networks (ANN) and the kernel functions in case of SVM perform. As shown in Fig. 2 where zm(t) and pm (t) are the actual and target output for neuron m for iteration t. Figure  3( As regards blind watermark extraction in presence of attacks, both SVM and ANN decoding models are able to adopt according to the hostile environment.
Our proposed intelligent decoding scheme has blindly extracted message bits from a distorted image and is a generic one-not limited to a specific set of watermarking schemes. The proposed approach could be highly effective in dynamic applications of watermarking, where varying attacks are expected at different times.
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